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Dear Customer,

Beware of online scams and anti-fraud tips
To ensure the security of your transactions using the online banking/mobile banking services of
Shanghai Pudong Development Bank. Co. Ltd. Hong Kong Branch (“the Bank™), we provide you with

the following information on online scams and anti-fraud tips:

Key Online Safety Tips:

Protect your password carefully

Your password is the first line of defense for your online banking/mobile banking services. Please keep
your password safe and do not share it with anyone. Set a strong password and update it regularly. Avoid
using the same password for multiple accounts.

Beware of online scams
To avoid falling victim to online scams, please remember the following:

+ Do not log in to your online banking or download the mobile banking app through links in emails,
QR codes, or non-official Bank websites.

+ Do not disclose any personal information on online platforms, social media, or instant messaging
apps.

+ Do not follow instructions from suspicious websites or enter important information such as login
credentials, passwords, one-time passwords, security codes, or personal details.

Some recent common types of scams

Phishing SMS Scams:

These types of phishing messages often pretend to be from banks, government departments, or courier
companies. The message content contain hyperlink that claim the victim’s account is abnormal or that
they have won a prize. They trick the victim into clicking on a link that leads to a fake bank website or
form. By having the victim enter their login credentials, one-time passwords, personal information, etc.,
the fraudsters could gain access to their online banking accounts or steal their personal data.

Online Shopping Scams:

Fraudsters create fake listings for popular products on online platforms at lower prices to attract buyers.
They ask the buyers to make payments in advance and then disappear without delivering the goods. In
other cases, fraudsters pretend to be buyers and provide fake hyperlinks, asking the sellers to log into a
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fake e-banking account to receive the payment for transferring the seller’s funds.

Scams Impersonating Officials or Bank Employees:

Fraudsters call and pretend to be officials or bank employees, exploiting the victim’s trust or fear. They
claim that the victim is involved in illegal activities or that there is a problem with their account, and
then request victims’ personal information or the transfer of funds to the scammer’s accounts.

Online Investment Scams:

Fraudsters establish contact with victims through social media or dating apps, pretending to be
trustworthy individuals. They offer fake investment opportunities or request loans, promising high
returns to get the victims to invest. Once the victims deposit money, the fraudsters cut off all
communication and disappear.

Fake Order Placement Scams:

These scams promise easy jobs with no educational requirements or experience with flexible working
hours. Victims are asked to pay in advance to place fake orders. Initially, the fraudsters fulfill their
promises by returning the amount of the order and any commission. Once they gain the victim’s trust,
they delay payment, use various excuses to continue asking for more funds, and may even demand loans
to withdraw the money, eventually disappear with the stolen money.

How to guard against fraud?

Stay alert and never click on any unknown hyperlinks

Be cautious of unsolicited calls, texts, and emails. Do not click on unknown hyperlinks, and be skeptical
of messages claiming to be urgent, about winning prizes, or requiring immediate action. Do not trust
information from senders whose identities have not been verified.

According to the regulatory requirements of the Hong Kong Monetary Authority, banks will not provide
hyperlinks via text messages or emails, nor will they request customers to conduct transactions or
provide any personal information (including login passwords and one-time passwords) through links. If
you need to visit the bank’s website or log in to online banking, do so by entering the bank’s official

URL or using the mobile banking service provided by the bank.

The URLSs for our online banking services are: https://ebankhk.spdb.com.cn/hkbank/
https://ebankhkpb.spdb.com.cn/

Protect Your Personal Information
Do not casually disclose personal information such as your ID number, bank account details, and
passwords. Personal login information for online banking services (including account names, login

passwords, and one-time passwords) must be kept secure and should not be shared with third parties.
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Verify Identities

Before providing any personal information or making payments from request, please verify the request
through official channels. You can also use the “Scameter+” App provided by the Hong Kong Police
Force to assess the risk of fraud and online security threats. If you doubt the authenticity of an email or

text message, please contact the relevant institution or our bank’s customer service hotline for further
confirmation.

Notify and Report Incidents

If you have disclosed your online banking login information to an unknown website or scammer, or if
you notice unauthorized transactions on your account, please notify the bank immediately and report the
incident to the police. If you suspect fraud, stop all communication with the scammer and report it to
the police as soon as possible. If you think you have been scammed, you can call the police’s Anti-
Deception Coordination Centre (ADCC) at the hotline “Anti-Scam Helpline 18222 for assistance.

If you have any questions about the above information, please contact our bank’s customer service
hotline at (852) 2169 5528 or your relationship manager.

Shanghai Pudong Development Bank Co., Ltd., Hong Kong Branch
(incorporated in the PRC with limited liability)
30-Jan-2026
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